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Abstract— Cloud computing is a model in order to provide easy access to a common source in term of demands from adjustable 
computing sources (networks, servers, storing, applications and services) which Is capable of being provided quickly and deployed with the 
leas managerial efforts or interaction with service provider. In this regard, one of the main problems is security. In this research various 
security challenges in cloud computing was investigated in three sections and their importance is evaluated from least to most important. 

Index Terms— Cloud computing, Cloud security, Challenges.   

——————————      —————————— 

1 INTRODUCTION                                                                     
loud computing is a model in order to provide easy    
access to a common source in term of demands from ad-
justable computing sources (networks, servers, storing, 

applications and services) which Is capable of being provided 
quickly and deployed with the leas managerial efforts or in-
teraction with service provider. In fact, cloud computing is a 
new type of computation which provides uniform access to 
distributed sources in an extended area in term of demands [1, 
2]. Their emergence affected increasingly the IT technology in 
recent decades and great companies such as Google, Amazon 
and Microsoft are seeking providing stronger, more reliable 
and economic platforms and there are many commercial com-
panies are searching reshaping their commercial models[3,4]. 
So they can benefit from the advantage of cloud computing. 
Nevertheless, there are many problems with contemporary 
cloud computing. A new evaluation performed by cloud secu-
rity association (CSA) indicates that the security became one of 
the main concerns of cloud computing users. Here are 5 key 
characteristics of cloud computing defined by NIST:  
• Self-serving in term of demand: the client would be 
able to provide unidirectional computation capabilities unidi-
rectional such as server time or network storage without need 
for human interaction or any other interactions with service 
providers 
• Accessing the network everywhere: via standard 
mechanisms in heterogeneous thin and thick clients, it would 
be possible to access it and it is wideband and low delay.   

 
• Accessing the network everywhere: via standard 

mechanisms in heterogeneous thin and thick clients, it would 
be possible to access it and it is wideband and low delay.  

 
———————————————— 
• *1PhD student and member of faculty in Department of Computer 

Engineering and Member of Young researchers and elite club,       
Estahban Branch , Islamic Azad University, Estahban,Iran.          
Email: Mj.Hosseinpoor@outlook.com 

• 2Member of faculty in Department of Computer Engineering, Islamic 
Azad University Sepidan Branch, Sepidan, Iran 

      E-mail: Zolfpour@gmail.com 
 
 
 

• Integration of time independent source: provider’s 
computing sources are integrated so that they provide all cus-
tomers with multi-client services and there are physical and 
virtual sources allocated dynamically based on customer’s 
demand and then they would be allocated to next client.  

• Quick flexibility: we allowed high or low scalability of 
sources, rapidly.  

• Measured services: they are in major extracted from 
commercial model characteristics and indicate that cloud 
computing service provider controls and optimize the compu-
tational sources using automatic source allocation, balancing 
the cloud and measurement tools.  

Software as a service (SaaS): In SaaS the commercial cloud 
computing software is provided for customers/clients as ser-
vices in term of demand. Since clients receive software com-
ponents from different providers and make use of them, the 
main issue would be that the managed information would be 
preserved by these combined services.  

Platform as a service (PaaS): PaaS provides a program or 
development platform by which the user can run his program 
which is running in cloud. 

Infrastructure as a service (IaaS): IaaS plays the role of a 
service like delivering computer hardware such as servers, 
networking technologies, storing and data center space. This 
model includes delivering OSs and source management virtu-
alization technologies [5, 6, 7, and 8].  

The cloud arrangement models as 4 as followings:  
General cloud: in general cloud the sources are provided 

dynamically and in self-served manner using accurate adjust-
ment on internet via web applications or services. Customers 
can access these sources rapidly and pay only for operational 
sources. Since several customers are making use of the sources 
jointly, so the main dangers in general cloud include security, 
following the bylaws and agreements and QoS.  

Private cloud: in private cloud, computational sources are 
made use and controlled by a private company. In this cloud, 
the source accessibility is limited to customers who are be-
longing to the cloud owner organization. The main advantage 
of this model is that data security and privacy in enhanced, 
since obeying the regulations and QoS are under the control of 
the company.  

Mixed cloud: the third type of cloud is a bigeneric one 
composed of private and general clouds. Through this inter-
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face an organization is able to provide certain services in a 
company and provide other services via other external com-
panies.  

Group cloud: cloud infrastructures are shared among some 
of the companies with mutual interests and similar demands. 
This can lead to limiting the investment costs of setting up the 
cloud, since the costs are shared among organizations. Cloud 
infrastructures can be hosted by a third party or located in 
community organizations] 9, 10, 11]. 

2 CLOUD SECURITY CHALLENGES  
Organizations use cloud computing in many serving models 
such as (SaaS. IaaS and PaaS) and developed models such as 
(general, private and combinational). There are security issues 
and concerns related to cloud computing, but all are classified 
into 2 groups: first, security issues related to service providers 
and second, customers related security issues. Often, the pro-
vider has to make sure of the security of his/her infrastructure 
and protect the customers’ data and applications; whereas, the 
customer has to make sure about the performance of service 
provider in line with creation of suitable security criteria in 
order to protect his/her data. The vast application of virtual-
ization in implementing cloud computing has created similar 
security concerns for customers and general services of cloud 
computing. Virtualization is a good alternative link between 
OS and hardware in computation, storage and even network. 
This has led to a new layer known as virtual layer which itself 
needs management, adjustment and consistent security. The 
main concern with this regard is “hypervisors” or virtual 
software’s compatibility. However, these concerns are mostly 
discussed theoretically; they can exist in real world. For exam-
ple, an intrusion into management workstation which is mak-
ing use of virtual management software can lead to break-
down of a database or its readjustment desirably for attackers 
[7, 12, 13, and 14]. 

3 SECURITY CHALLENGES OF SAAS 
The computational interface is a multiple interface in which 
every area can make use of different security, privacy and reli-
ability needs and potentially make use of different mecha-
nisms, mediators and meanings. Main security challenges in 
SaaS and its related solutions are explained in next sections [7, 
15, 16, and 17].  
 Identity authentication and management 
Using cloud services, user is able to access information from 
different locations in internet. Therefore, we need for identity 
authentication mechanism to authenticate users’ identity and 
providing them with services based on characteristics and li-
censes in hand. An IDM system has to be capable that protect 
private information and prevent from sensitive information 
related to users and processes from being unauthentic ac-
cessed. Each company has its IDM system in order to control 
the accessibility to information and computational sources.  
Confidentiality management  
In cloud computing interfaces, customer depends on service 
provider for various services. In most of the services, customer 
has to store the privacy data in provider’s side. Therefore, reli-

ability framework has to be developed so that it is allowed to 
capture sets of main parameters needed for reliability and 
management of reliability and interactional demands and 
sharing.  
Accountancy and accessibility control 
Due to heterogeneity of and diversity of computer services, an 
accurate accessibility has to be implemented. Access control 
service has to be flexible enough so that they meet needs based 
on dynamic access needs and characteristics based licenses. 
Access control model should have SLS related aspects. Since 
cloud computing model is a pay-for-usage model, therefore 
accountancy for creation of users’  bills is necessary. In cloud, 
providers usually don’t know the users and this is difficult to 
allocate the roles directly to users. Therefore, characteristics or 
credibility based policies can be applied for improving this 
capability. Security authentication marking language (SAML), 
expanded access control marking language (XACML) and 
webpage standards can be applied for determination of access 
control policies. Amongst proposed methods so far, role based 
access (RBAC) is widely accepted due to its simplicity, flexibil-
ity in dynamic needs perception and supporting for least score 
principle and effective score management.  
Authenticated access 
Authenticated access is an important information security in 
cloud computing which has to be considered for reliability on 
reference comprehensiveness. This section follows the applica-
tion of control and considering the rights on process flow in 
cloud computing. In case of general cloud, several customers 
are shared which are in computing sources which are provid-
ed by a single provider. Data security needs preserving issues 
such as standardization, approaches of regulation and bylaws 
for preventing from unauthentic access, disclosure, copying, 
making use of or modifying the detectable personal infor-
mation. 
Comprehensiveness 
Comprehensiveness refers to making use of necessary actions 
in cloud area while accessing data. Therefore, characteristics of 
ACID (Autonomy, compatibility, isolation and durability) of 
intra-cloud data undoubtedly have to exist in all models of 
cloud computing deliveries.  
Reliability 
In cloud computing, reliability plays a key role in controlling 
the organizational data which are located in multiple distrib-
uted databases. Creation of reliability of users’ profiles and 
preserving their data while accessing, need informational se-
curity protocols which are implemented in different layers of 
applications. Reliability is one of the most difficult issues 
which can be guaranteed in general cloud computing inter-
face. There are many reasons for this. First, as general cloud 
grows, so number of cloud providers’ worker and customers’ 
data accessibility (whether authentic or not) also increases and 
then reliability oppression potential sources increase. Second, 
the need for flexibility and error tolerance leads to mass copies 
and needs for caching many of data and this in turn can in-
crease the possibility of data loss. Third, end-to-end data en-
cryption is not available, yet. Therefore, data reliability would 
be increased using many of private clouds which are managed 
by reliable parties. 
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Accessibility 
Accessibility is one of the most important issues in cloud 
computing information security since it is a key decision factor 
in decision making among private, general and combinational 
cloud sellers in analysis model. Service-level agreement is the 
most important document focusing on cloud services access 
and sources between providers and costumers. The goal of 
accessing the cloud computing systems (such as applications 
and its infrastructures) is to make sure about the fact that us-
ers are capable to make use of them whenever and wherever 
they desire. Many of cloud computing system vendors pro-
vide cloud infrastructures and platforms based on virtual ma-
chines. Therefore, accessibility is a compulsory security neces-
sity for IaaS, PaaS in general and private clouds. All of services 
in private cloud are in company and then the access control is 
necessary when making use of SaaS. 

4 SECURITY CHALLENGES IN PAAS 
Service level agreement  
SLA is a part of service agreement between customer and pro-
vider which is officially determining the level of services. This 
agreement is applied for identification and definition of cus-
tomers’ needs, reduction of paradox areas such as delivered 
services, tracking and reporting the regulatory obedience and 
dispute resolutions, customers’ tasks and liabilities, security 
IRP and end of privacy information [7, 18, 19, and 20].  
Non-denying  
Non-denying in cloud computing scan be created using com-
mon E-trading security protocols and providing signs of trans-
ference of data in cloud applications such as digital signatures, 
time seals and receive verification services (digital receive ver-
ification of sent or received messages). User’s data has to be 
preserved which includes: 
1. Personal detectable information: this information in-
cludes every type of information which can be used for detect-
ing or discovering an individual such as name, ID card num-
ber, address etc. second, data including the information which 
is related to other information for detection or positioning the 
person such as social relations information, postal code, inter-
net IP address and credit card number.  
2. Sensitive information: this information needs addi-
tional preserving actions. Naturally, this information includes 
race or religion, health, sexual orientation, membership in a 
union or other information or they are considered private. 
Some of researchers believe that other information can be con-
sidered as sensitive information. They think this information 
includes personal financial information, job performance in-
formation and other information which are detectable sensi-
tive ones. They are including biometric or picture sets of cam-
eras in public places.  
3. Making use of data: this section includes information 
collected by computer devices such as printers and input de-
vices. Also, they include behavioral information such as ob-
serving digital content habits, new visited websites and histo-
ry of product consumption, social interaction or frequent plac-
es.  
4. Individual-specific devices’ identity: other types of 
information which may be tractable for a user’s device such as 

IP addresses, Radio Frequency Identity labels are also single 
hardware information.  
Declaration, openness and transparency 
Cloud services provider has to explicitly explain that that the 
user of the cloud stored data is. For example, for what applica-
tion they need data and how they make use of the, and how 
much of it would be maintained and whom they will share 
with and other data usages. If they wanted to change data us-
age, they have to inform and warn the users. If third party is 
given the information, they have to inform users. Personal 
information has to be collected directly from the users unless it 
is difficult task or for any reasons it would be impossible. Data 
security policies have to accessible via network or other forms 
of communication for users and their usage and understand 
has to be easy.  
Right, permission and power 
Cloud computing provider has to reserve the users’ right to 
state whether they can collect the users’ data or not. Collec-
tion, usage and personal detectable information disclosure 
permission has to be given by customer. But cloud computing 
provider has to have the power of control.  
Minimization 
Data which to be managed in permitted extension has to be 
collected in form of a set and used as shared set or disclosed. 
Access information and usage perspective also has to be min-
imized, simultaneously.  
Accuracy 
Data owners have to access the personal information so that 
they see what is going on and who is making use of them and 
be able to control data accurately. Necessary actions have to be 
performed in order to make sure that personal information is 
accurate and there is no need to modify them.  
Limiting disclosure, usage and maintenance 
Data has to be disclosed or used only for the purposes they are 
collected and only authentic parties who are permitted to 
make them used are given the data. Personal data has to be 
anonymous and integrated as much as possible to limit the 
documents conformity potential as much as possible. Personal 
information has to be maintained as long as they are needed.  
Responsibility 
Services providers in cloud have to provide arrangements to 
make sure about the policies of data security. Also, it is a rea-
sonable and rational action to have an inspecting unit to su-
pervise the accessibilities and data modification. This is relat-
ed to responsibility. 

5 SECURITY CHALLENGES IN IAAS 
Data center security and preservation  
In cloud computing, several customers can share, store and 
access data in cloud. Therefore, customer’s data has to be dif-
ferentiated in access by another one and one has to be able to 
transmit data securely from a location to another. Cloud ser-
vices provider performs suitable security actions in order to 
prevent from data leakage or access by unauthentic third par-
ties. The provider has to be careful to allocate scores to the 
customers and make sure that the allocation task cannot be 
changes even by the high rank users in cloud provider. Access 
control policies have to be performed accurately and properly. 
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When there is someone willing to access data, the system has 
to check the policy making regulations and data would be 
disclosed if these policies are met [21-25].  
Privacy preservation 
Data privacy preservation can create an anonymous data 
search engine to search data bilaterally and obtain needed da-
ta. Searchable contents are not detectable for the other party 
simultaneously and it is not possible to obtain an unrelated 
content during search process. Data privacy preserving is im-
portant in cloud computing in all life cycle phases of data.  
Data transmission security 
When someone is using a general cloud the most important 
risk in data transmission is not to make use of encryption al-
gorithms. Company’s data are moving throughout the net-
work so that cloud computing provider processes them. How 
can we make sure that these data are not lost or stolen in pro-
cess of data transmission in network? Also, how it is possible 
to make sure that cloud computing provider maintain data in 
privacy in company and there would not be any data leakage 
in cloud computing side? Id data transmission is encrypted, 
then due to the problems in data processing it is possible to 
lead not being indexed or lack of data searched [7, 12, 26, and 
27].  
Data migration security 
In cloud computing, data exists in networks and every net-
work has several backups. Data security is the main focus of 
this research. The national military secrets are not generally 
disclosed. If a military unit considered making use of cloud 
computing, it has to make sure that data are secured in cloud. 
Since the cloud interface is a DNI Amazon EC2 interface, so 
data migration security has to be considered. This is one of the 
hot discussions about cloud computing.  
Data residues 
Data residue means that the remained data are deleted after 
physical performance and storing interface also delete the rec-
ords which can rebuild data physical characteristics. In cloud 
computing interface, the remained data possibility discloses 
the sensitive information unintentionally; therefore, cloud ser-
vices providers has to be able to detect and identify the user 
cloud by cloud to make sure that before this space is allocated 
to other users,  the storage space would be cleared where data 
are shared. These residues have to be deleted from every space 
for storing such as disk or memory. Cloud providers have to 
delete the system files, directories and sources such as data-
base records completely before they allocate the cloud inter-
face to other users.  
Data listening during passage 
Cloud computing is a distributed architecture and points to 
more data passing than traditional infrastructures. For exam-
ple, data has to be transmitted between some physical ma-
chines, cloud infrastructure and web service receivers remote-
ly etc. in order to synchronize the images of some distributed 
machines.  
Data unsecure and ineffective deletion 
When a provider is changed, sources decrease gradually, the 
physical hardware is reallocated etc. so, data may exist in a 
certain lifecycle in security policy. This can be impossible to 
perform certain processes in security policy, since complete 
data deletion is possible only by destroying the disk on which 

data of other service receivers is stored. When there is a deci-
sion made on deletion of a cloud source, this is not resulted in 
complete data omission [28].  
Cloud service engine security 
Each cloud architectures depends on a particular policy which 
service engine is located on physical hardware sources and 
manage the customer’s sources in different levels of abstrac-
tion. Service engine is developed and supported based on the 
vendors’ policies and open source community in various cas-
es. This can be customized by more cloud computing provid-
ers from security viewpoint [8, 15, and 28]. 

6 CONCLUSION 
This article investigated many of challenges in cloud compu-
ting systems and cloud operations faced. Security issues and 
challenges are classified into 3 groups based on their function 
and permeability: 1) security challenges in Software as a ser-
vice (SaaS), 2) security challenges in platform as a service 
(PaaS) and, 3) security challenges in infrastructure as a service 
(IaaS); which are investigated based on table 1 from im-
portance level perspective. As it is observed, many of the chal-
lenges are of significant importance to consider them particu-
larly is a very important issue in cloud computing structure. 
Therefore, other challenges are to be considered based the im-
portance level of these cases.  

 
 

TABLE 1 
INVESTIGATION INTO SECURITY CHALLENGES IN CLOUD COMPUTING 

FROM TYPE AND IMPORTANCE LEVEL PERSPECTIVE  
  
Challenge Security challenge Importance 

level 

Security chal-
lenges in 
SaaS 

Identity authentica-
tion and manage-
ment 

high 

Confidentiality 
management 

Medium 

Accountancy and 
accessibility control 

High 

Authenticated ac-
cess 

Very high 

Comprehensiveness Very high 
Reliability High 
Service level agree-
ment 

Very high 

Accessibility Medium 

Security chal-
lenges in 
PaaS 

Service level agree-
ment 

Very high 

Non-denying Medium 
Declaration, open-
ness and transpar-
ency 

Very high 

Right, permission 
and power 

High  

Minimization low 
Accuracy High  
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Limiting disclosure, 
usage and mainte-
nance 

Medium  

Responsibility high 

Security chal-
lenges in IaaS 

Data center security 
and preservation 

Very high 

Data listening dur-
ing passage 

High  

Data residues Medium  
Data migration se-
curity 

High  

Data transmission 
security 

High  

Privacy preserva-
tion 

Very high 

Cloud service en-
gine security 

High  

Data unsecure and 
ineffective deletion 

Medium  
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